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ANALISIS KERENTANAN WEBSITE DENGAN
MENGGUNAKAN METODE
DYNAMIC APPLICATION SECURITY TESTING (DAST)
(STUDI KASUS JURNALNASIONAL.UMP.AC.ID)

Afrizal Setya Pamuji', Ermadi Satriya Wijaya’

ABSTRAK

Seiring meningkatnya penggunaan website, ancaman keamanan juga turut
meningkat. Celah keamanan pada aplikasi berbasis website dapat menyebabkan
kerugian signifikan, seperti kehilangan data sensitif pengguna. Penelitian ini
bertujuan  untuk  menguji  dan  menganalisis keamanan  website
jurnalnasional.ump.ac.id guna mengidentifikasi potensi celah kerentanan
keamanannya. Penelitian ini menggunakan pendekatan kuantitatif deskriptif
dengan metode Dynamic Application Security Testing (DAST) dan pendekatan
black-box testing. Proses pengujian mengikuti tiga tahapan utama: Scanning
(pemetaan attack surface), Attack (pengujian aktif), dan Reporting (pelaporan
temuan), dengan menggunakan dua tools, yaitu OWASP ZAP dan Codename
SCNR. Temuan kunci dari hasil pemindaian otomatis kemudian divalidasi secara
manual untuk memastikan akurasi dan memahami dampak nyatanya. Hasil
pengujian tidak menemukan adanya kerentanan berisiko tinggi. Namun, berhasil
mengidentifikasi dan memvalidasi dua kerentanan berisiko Medium, yaitu
‘Content  Security Policy (CSP) Header Not Set’ dan ‘Cross-Domain
Misconfiguration’, serta beberapa kerentanan berisiko rendah yang mayoritas
terkait dengan ketiadaan security headers. Analisis komparatif menunjukkan
OWASP ZAP memiliki cakupan deteksi yang lebih luas, sementara Codename
SCNR unggul dalam menginterpretasi respons pertahanan server (WAF).
Kesimpulan dari penelitian ini adalah website jurnalnasional.ump.ac.id berada
pada tingkat risiko rendah-menengah dan memerlukan perbaikan signifikan pada
aspek konfigurasi keamanan server (hardening). Penggunaan kombinasi fools
DAST yang dilanjutkan dengan validasi manual terbukti efektif dalam
memberikan gambaran keamanan yang holistik dan akurat.

Kata Kunci: Dynamic Application Security Testing (DAST), Keamanan Website,
OWASP ZAP, Codename SCNR, Analisis Kerentanan.
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WEBSITE VULNERABILITY ANALYSIS USING THE DYNAMIC
APPLICATION SECURITY TESTING (DAST) METHOD
(A CASE STUDY: JURNALNASIONAL.UMP.AC.ID)

Afrizal Setya Pamuji', Ermadi Satriya Wijaya®

ABSTRACT

In response to the growing reliance on web-based platforms, security
threats have also escalated. Vulnerabilities in web-based applications can result
in significant damage, including the loss of sensitive user data. This study aims to
examine and analyze the security of the website jurnalnasional.ump.ac.id to
identify potential security vulnerabilities. A quantitative descriptive approach was
employed, using the Dynamic Application Security Testing (DAST) method with a
black-box testing perspective. The testing process consisted of three main phases:
Scanning (attack surface mapping), Attack (active testing), and Reporting
(documentation of findings). Two DAST toolsOWASP ZAP and Codename
SCNRwere used to conduct the testing. Key findings from automated scans were
subsequently validated manually to ensure accuracy and assess real-world
impact. The results revealed no high-risk vulnerabilities. However, two medium-
risk vulnerabilities were identified and validated: the absence of a Content
Security Policy (CSP) header and Cross-Domain Misconfiguration. Several low-
risk vulnerabilities were also found, primarily related to missing security headers.
A comparative analysis showed that OWASP ZAP had broader detection
coverage, while Codename SCNR demonstrated superior interpretation of server
defense mechanisms (WAF). In conclusion, the website jurnalnasional.ump.ac.id
is classified as having a low-to-medium security risk level and requires significant
improvement in server security configuration (hardening). The combined use of
DAST tools, followed by manual validation, proved effective in providing a
comprehensive and accurate assessment of the website's security posture.

Keywords: Dynamic Application Security Testing (DAST), Website Security,
OWASP ZAP, Codename SCNR, Vulnerability Analysis.
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