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ABSTRAK

Analisis Komparatif Hasil Akuisisi Digital Forensik Instagram Pada Simulasi
Kasus Prostitusi Online Menggunakan Metode ISO/IEC 27043:2015

Syafa Claresta Salsabila', Ermadi Satriya Wijaya®
Teknik Informatika / Fakultas Teknik dan Sains
Universitas Muhammadiyah Purwokerto

JI. KH. Ahmad Dahlan, Dusun 111, Dukuhwaluh, Kec. Kembaran, Kabupaten
Banyumas, Jawa Tengah 53182, Indonesia

Penelitian ini bertujuan untuk membandingkan kemampuan dua perangkat lunak
forensik digital, yaitu Magnet Axiom dan Oxygen Forensic Detective, dalam
mengekstraksi artefak dari aplikasi Instagram pada kasus simulasi prostitusi
online. Penelitian ini menggunakan pendekatan analisis komparatif dengan
mengacu pada standar ISO/IEC 27043:2015 sebagai kerangka sistematis
investigasi digital, yang mencakup tahapan readiness, initialization, acquisitive,
dan investigative. Akuisisi data dilakukan melalui dua metode, yaitu cloud dan
physical acquisition terhadap perangkat Samsung Galaxy A32. Verifikasi
integritas data dilakukan menggunakan hash MDS5. Hasil penelitian menunjukkan
bahwa pada metode cloud, kedua fools hanya mampu mengekstraksi 3 dari 9
artefak  (33,3%). Sementara itu, pada metode physical, Magnet Axiom
mengekstraksi 6 artefak (66,7%) dan Oxygen Forensic Detective mengekstraksi 8
artefak (88,9%). Oxygen lebih unggul dalam mengekstraksi artefak tersembunyi
seperti tautan dan lokasi, sementara Magnet Axiom lebih baik dalam struktur
parsing dan verifikasi integritas. Hasil ini memberikan kontribusi praktis dalam
pemilihan fools forensik digital yang sesuai untuk penyidikan kasus siber berbasis
media sosial.

Kata kunci: Instagram, Magnet Axiom, Oxygen Forensic Detective, forensik
digital, prostitusi online.
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ABSTRACT

Comparative Analysis of Digital Forensic Acquisition Results from Instagram in a
Simulated Case of Online Prostitution Using the ISO/IEC 27043:2015 Method

Syafa Claresta Salsabila', Ermadi Satriya Wijaya®
Information Technology/ Faculty of Engineering and Science
University of Muhammadiyah Purwokerto

JI. KH. Ahmad Dahlan, Dusun 1lI, Dukuhwaluh, Kembaran District, Banyumas
Regency, Central Java 53182, Indonesia

This study aims to compare the capabilities of two digital forensic software tools,
Magnet Axiom and Oxygen Forensic Detective, in extracting artifacts from the
Instagram application in a simulated case of online prostitution. A comparative
analysis approach is employed, guided by the ISO/IEC 27043:2015 standard as a
systematic framework for digital investigation, which includes the phases of
readiness, initialization, acquisitive, and investigative processes. Data acquisition
was conducted using both cloud and physical methods on a Samsung Galaxy A32
device. Data integrity was verified using the MD5 hash algorithm. The results
show that in the cloud acquisition method, both tools were only able to extract 3
out of 9 artifacts (33.3%). In contrast, with the physical acquisition method,
Magnet Axiom extracted 6 artifacts (66.7%) and Oxygen Forensic Detective
extracted 8 artifacts (88.9%). Oxygen proved superior in extracting hidden
artifacts such as links and location data, while Magnet Axiom demonstrated better
parsing structure and integrity verification. These findings offer practical
contributions in selecting appropriate digital forensic tools for cybercrime
investigations involving social media platforms.

Keywords: Instagram, Magnet Axiom, Oxygen Forensic Detective, digital
forensics, online prostitution.
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