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ABSTRAK 

 

Dalam era digital saat ini, website sering digunakan untuk mengelola berbagai 

jenis data, mulai dari informasi pribadi pengguna, transaksi keuangan, hingga data 

sensitif perusahaan. Oleh karena itu, memastikan keamanan data menjadi aspek 

penting dalam pengembangan dan pengelolaan aplikasi berbasis website. Dengan 

demikian, keamanan website merupakan aspek penting yang harus diperhatikan. 

Maka, perlu dilakukan pengujian terhadap celah keamanan, karena kekuatan sistem 

keamanan berpengaruh langsung terhadap keberlanjutan sebuah website. Metode 

pengujian OWASP WSTG Versi 4.2 memungkinkan pengujian secara detail, 

dengan hasil yang disesuaikan pada OWASP Top 10—sebuah daftar kerentanan 

yang digunakan sebagai acuan dalam penilaian. Berdasarkan pengujian penetrasi 

didalam website fts.ump.ac.id menggunakan metode WSTG (Web Security Testing 

Guide) Versi 4.2, ditemukan celah keamanan berbahaya sesuai OWASP TOP 10, di 

antaranya: Broken Access Control, Insecure Design, Security Misconfiguration, dan 

Vulnerable and Outdated Components. Hasil analisis kerentanan ini diharapkan 

dapat membantu pengelola dan pengembang sistem menyadari potensi risiko 

sehingga dapat mengambil tindakan pencegahan serius yang dapat membayakan 

website fts.ump.ac.id. 

 

Kata Kunci: Keamanan, Website, OWASP, WSTG  
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ABSTRAC 

 

In today's digital era, websites are often used to manage various types of data, 

ranging from users' personal information and financial transactions to sensitive 

corporate data. Therefore, ensuring data security through websites has become a 

crucial aspect of web application development and management. For this reason, 

website security is an essential aspect that must be prioritized. Security testing is 

necessary to identify vulnerabilities, as the strength of a security system directly 

impacts the sustainability of a website. The OWASP WSTG Version 4.2 testing 

methodology enables detailed assessments with results aligned to the OWASP Top 

10—a list of vulnerabilities used as a benchmark for evaluation. Based on 

penetration testing conducted on the website fts.ump.ac.id using the WSTG (Web 

Security Testing Guide) Version 4.2 method, critical security vulnerabilities were 

identified according to the OWASP Top 10, including Broken Access Control, 

Insecure Design, Security Misconfiguration, and Vulnerable and Outdated 

Components. The findings from this vulnerability analysis are expected to help 

system administrators and developers recognize potential risks and take serious 

preventive measures to safeguard the website fts.ump.ac.id from harm. 

 

Key Words: Security, Website, OWASP, WSTG 
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